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All  of  the literature  relating to  wireless  network  security  has  focused on  the  flaws,  newer alternatives  and  
suggestions for securing the network. There is much speculation and anecdotal statements in relation to what  
can happen if a breach occurs, but this is mostly from a computer security perspective, and mostly expressed in  
terms of potential for financial loss. This paper examines the potential legal ramifications of failing to properly  
secure a wireless network. Several scenarios are examined within based on usage of wireless on the various  
category of attack. Legal opinion, backed up with case law, is provided for each scenario. Several examples are  
given for unauthorised use, with other aspects having potential for prosecution. The conclusion is that no matter 
whether you are a home user of wireless, a small to medium business or a large enterprise, there a legal as well  




There have been many articles published in relation to the problems and flaws in wireless security (Fluhrer et al, 
2001; Bellardo & Savage, 2003; Woodward 2004). There have also been other works suggesting solutions for 
various types of application and business type (Woodward 2005a). Current data indicates that the message is not 
getting through, with many people failing or lacking the knowledge to adequately secure their wireless networks 
(Szewczyk 2006). Many of these documents discuss the lack of security, and provide some means of how to 
better  secure  a  wireless  LAN.  However,  in  relation  to  the  law,  there  is  much  speculation  and  anecdotal 
statements made in relation to what can happen if a breach occurs, but rarely are actual examples provided 
(Miller 2005; Posey 2005). Whilst some authors have indicated that there may be legal ramifications for failing 
to secure a wireless LAN (McLaughlin 2006), none have explored this in terms of actual civil and criminal 
implications of using an insecure wireless network.
This paper examines the potential legal ramifications of failing to properly secure a wireless network. Several 
scenarios are examined within based on usage of wireless in various applications: home, small office, medical 
practice. Legal opinion, backed up with case law, is provided for each scenario. Implications for failing to secure 
wireless networks from a financial loss point of view do not seem to have made a significant impact: perhaps a 
legal prosecution might? A good analogy as to why computer security is important can be found in the alleged 
comment by Willie Sutton, a notorious American bank robber who once said that the reason he kept robbing 
banks was “because that’s where the money is” (Grabosky & Smith 1998).
WIRELESS NETWORKS, THE LAW AND YOU
There  is  little  value  to  be  gained  from restating  in  detail  the  vulnerabilities  that  are  present  with  wireless 
networks,  as  this  has  been  covered  abundantly  by  previous  papers  (Woodward  2004;  Woodward  2005). 
However,  the  vulnerabilities  can  be  summarised  in  terms  of  their  potential  for  problems  from  a  legal 
perspective. The major issues confronting wireless LAN users can be summarised as health and safety, denial of 
service, unauthorised use, data confidentiality, and data integrity. Except for health and safety these represent the 
present challenges confronting computer users and computer network installers. Essentially, the inventiveness of 
those with criminal intent continues to take account of and adapt to take advantage of technological change. 
What could once only be achieved by sitting at a computer keyboard linked to a cable or telephone line can now 







Final   Protocol   as   incorporated   in   the   Final   Acts   of   the  World   Radiocommunication   Conference   of   the 
International   Telecommunication  Union   (ITU),   in   Istanbul   on   2   June   2000   (WRC­2000).   The  WRC­2000 
provides   for   the   release   of   additional   electromagnetic   spectrum   for   third   generation   international  mobile 
telecommunications including wireless internet access (Radio Regulations, 1998). Australia had, and still has, an 
existing obligation to ensure ‘the radio spectrum…is used in a manner that will prevent harmful interference to 





VCAT 901 (30 April  2000) the Court  made  it  clear  that  all   radio frequency emissions from antennas shall 
comply with Australian standards (at paragraph 8). There is also the Australian Communications Authority who 
set up clear rules as to what power outputs can be used and at what frequencies.
Health   concerns  was  one  of   the  key   issues   in   a   recent  Land  and  Environment  Court   decision   in  Sydney, 
Australia; Telstra Corporation Limited v Hornsby Shire Council [2006] NSWLEC 133 (24March 2006) wherein 
some local residents challenged the erection of a mobile telephone base station.  Preston CJ found, after hearing 


















Commission   for  Health  and  Consumer  Protection  concluded   that   there   is  no  conclusive  or   significant   risk 
(CSTEE 2001).  A good analogy  is   to  be   found with   the   tobacco  industry.  The  tobacco  industry  promoted 












access   on   the   grounds   that   the   documents   sought  were  brought   into   existence  by  CSIRO  for   commercial 
purposes  and were  thus  exempt   from  the  disclosure  pursuant   to   s.24(5)  Freedom of   Information  Act  1982 
(Cwealth). 
Denial of Service















Council  on Queensland’s  Sunshine Coast   found  its   sewage  treatment  works under attack.  Raw sewage was 
pumped   into   the   local  water   supply.   The  water   provider   used   the   SCADA   system   to   control   its   sewage 





















include criminal  consequences.  Kueser   (2006) argues  that  wireless computer networks should be  treated as 













been charged with sending five million emails  to his  former employer,  but  no offence had been committed 







sufficient   that   the  accused  knew or  contemplated   the  general   type  of  offences  proposed   to  be  committed. 




as   in   the  United  Kingdom.   In  Giorgianni   v  The  Queen   (1985)  156  CLR 473   the  High  Court   interpreted 
accessorial liability as an intention related to the actual offence committed by the principal offender (at 505). In 





























goal  and S$10,000 in fines.  Luo is  alleged to have tapped into someone else’s wireless  internet connection 
(International  Herald  Tribune,   2006).  Nor  was   the   dating   hacker   in   the  United  Kingdom.  He   received   a 
suspended   sentence   for  gaining   unauthorized   access   to  databases   and  demanding  money   in   return   for   not 
deleting the contents of these databases (Out­law.com, 2006c). Another example is that of an Illinois man in the 











































This could also be called eavesdropping,  and relates to whether  the data being transmitted on the wireless 
network is secure. The problem is that if weak, or no, encryption is used, the potential is there for a third party to 
intercept the transmission and be able to reconstruct emails, internet traffic (bank details, customer or patient 
data), or anything that travels over the wireless link. Various encryption methods are available to protect data 
travelling over the wireless segment of a network. As with authentication, earlier mechanisms like WEP were 
flawed, and provided a low level of data confidentiality. However, the newer WPA security measures, as well as 
the use of VPNs, have increased data confidentiality.







client   privilege.   The   presence   of   other   parties   can   destroy   the   veil   of   protection   offered   by   lawyer­client 
privilege. The use of wireless LAN to communicate and transmit data opens the door for a third party to have 









This relates to being able to change or alter data after it has been sent, but before it reaches its destination. The 
specifics of how this is done are not important to this discussion, but the implications are. Other than maybe a 
home  user,  there  is  not  one  other  level  of  WLAN  use  where  the  alteration  of  data  can  have  significant 
ramifications,  both legal and financial.  Fortunately,  newer authentication and encryption methods make this 
category of attack difficult 
A good analogy on the need to protect wireless LAN and your personal and business data can be found in two 
recent  examples  where  the  significance  of  data  integrity  was highlighted.  The  first  example  is  that  of  the 
standard Nigerian letter, although this one is from Ghana:
Dear Michael,
I am Mr. Abii Debe, staff of Citco Trust & Finance House Accra Ghana, I am 
the Credit management and recovery manager with the Company office in 
Ghana before I was transferred to our head office here in Lagos Nigeria, Late 
Engineer Wilson Michael was my personal Client before he died in an 
accident, he was a contractor with Shell Development Company and he is 
from your Country.
On the 21st of April 2002, Engr. Wilson, his wife and their two children were 
involved in a car accident along Platue express road and all occupants of the 
vehicle unfortunately lost their lives.  Before the time of his death, he had a 
deposit of $14.5Million which he declared as family treasure in the Finance 
House Accra office where I was working then, which is only I and his lawyer 
knows the true content, Unfortunately, till this moment no person has come 
as his relation for his chattels with us. I humbly request your attention to this 
matter so that I can present you as his next of kin and beneficiary to his 
chattels. It is not a very difficult thing to do and it will not take time.
All I will need is to put your name and particulars as his next of kin to in our 
computer database and we file in an application for the release of the fund. It 
does not necessarily mean that you must be in Ghana to conclude the deal; 
we may request that the money be sent to Europe for your collection. Please 
contact me as quickly as possible through this email address 
(adebe30@yahoo.dk) treat this matter as very important and confidential. 
When I hear from you, we shall discuss the terms of sharing of the money 
after the claim. Contact me now so that I can delegate the Attorney who is 
also going to be part of the deal.
I await your urgent response.
Best regards,
Mr Abii Debe
The letter asks for personal details so you can receive lots of money after you provide the details.
In   an   age   of   technology   and   internet   banking   access   to   personal   banking   data   gives   ‘criminals’   and 
‘conmen/conwomen’ an advantage.  Rather  than turn up with a gun and get­away­car,   they use the internet. 
Wireless LAN makes it  easier if individuals do not use appropriate authentication and encryption. Financial 
institutions that do not ensure their customers use appropriate authentication and encryption are negligent. It is 

























whereby a hacker can be bought  into a  local  jurisdiction regardless of  the hacker’s place of residence. The 
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